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INTRODUCTION

At present, along with the rapid development of technology, more and more new
companies have been established, According to the Financial Services Authority
Regulation No. 18/POJK.03/2016 concerning the Implementation of Risk Management
for Commercial Banks, Article 14 mandates that banks must implement effective internal
control systems over all business and operational activities at every organizational level.
Banks are also required to ensure the effectiveness of a risk culture throughout the
organization. Furthermore, Article 6 of the regulation assigns the authority and
responsibility to the Board of Directors to develop and embed risk management culture
across all organizational levels, including through adequate communication about the
importance of effective internal control. The purpose of fostering an effective risk culture
is to enable early identification of weaknesses and deviations, and to reassess the
reasonableness of existing policies and procedures on an ongoing basis.

Many corporate governance failures have been attributed to weaknesses in risk
management, where risk culture is often regarded as the root cause. For this reason, it is
crucial for companies particularly financial institutions to establish a strong risk culture
(Financial Stability Board, 2014; Basel Committee on Banking Supervision, 2021).
Effective risk management yields long-term benefits such as business sustainability,
enhanced stability, and improved organizational performance (Bockius & Gatzert, 2024).
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Previous research has shown that 93% of businesses that adopt effective risk
management practices successfully achieve their objectives. A strong risk culture
contributes to better risk management and improved overall performance. Such a culture
fosters collaboration to reduce risk-related costs, enhance business performance, and
unlock new growth opportunities. Organizations with a strong risk culture are more likely
to identify and manage risks effectively and are less prone to experiencing crises
(Althonayan et al., 2012).

Deloitte (2016) highlighted that the failure to maintain an effective risk culture was
one of the key drivers behind bank failures, particularly since the 2008 financial crisis.
The case of Lehman Brothers serves as a notable example of poor risk culture. Once a
global financial services firm, Lehman Brothers filed for bankruptcy in 2008, marking the
largest bankruptcy in U.S. history and a major trigger for the global financial crisis.
Indicators of poor risk culture within the firm included excessive risk-taking,
misrepresentation of risk, failure to recognize potential threats, and weak governance
practices (Bebchuk et al., 2010).

In the context of Indonesian banking, the role of top-tier management (TTM) is
increasingly recognized as central to shaping organizational direction and risk culture.
(Abidin et al., 2024) emphasize that TTM—comprising the Boards of Commissioners and
Directors—is a critical internal resource for driving organizational performance,
especially in highly complex industries like banking. Their study shows that age diversity
among TTM significantly impacts both operational performance and financial outcomes,
while other dimensions such as gender, education, and experience do not exhibit the same
level of influence. This highlights the nuanced and often underestimated link between
leadership composition and a bank’s risk management effectiveness.

PT Bank ABC has operated for over 40 years and has consistently positioned itself as
a reliable financial partner, maintaining solid financial performance even in challenging
environments. The bank’s ability to sustain performance amidst uncertainty underscores
its reputation as a stable and healthy institution. Supported by prudent banking practices
and good corporate governance, Bank ABC has consistently maintained strong credit
quality, robust capital, and sound liquidity. These conditions have enabled Bank ABC to
support its customers effectively while seizing new business opportunities to strengthen
its foundation for future growth.

On July 1, 2022, the bank’s former shareholders transferred 100% of their shares to
PT DEF and PT XZY (a subsidiary of PT JKL), each acquiring 49.56% ownership. As
part of the new owners’ strategic direction, Bank ABC is set to transform into a digital
bank.

Recognizing the growing aspirations among young people to live better lives—Ilives
shaped not only by socioeconomic status but also by their contributions to the Indonesian
economy—Bank ABC introduced its digital banking service, Bank QRS. Designed to
meet the financial needs of Indonesian society, Bank QRS aims to empower a productive
and independent generation of solopreneurs. Leveraging the expertise of PT JKL
Financial and the technological innovation of PT DEF, Bank QRS is well-positioned to
capitalize on the vast potential of Indonesia’s digital financial market.

In line with its transition to digital banking, Bank ABC has strengthened its risk
management processes and infrastructure. Its internal audit function now adopts a risk-
based approach to audit planning, ensuring that management and the audit committee
focus on high-risk areas. According to the latest data, Bank ABC has earned a composite
“Healthy” rating based on the RGEC criteria: Risk Profile, Good Corporate Governance,
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Earnings, and Capital. To maintain and enhance governance quality in 2024, Bank ABC
has updated its board manuals and work procedures, and has conducted various
certifications and training in areas such as risk management, SPPUR, Certified Anti-
Fraud Manager (CAFM), and Indonesia Internal Audit Practitioner (11AP).

Despite these positive developments, agendas for the Risk Monitoring Committee
and the Risk Management Committee meetings have yet to explicitly include initiatives
for strengthening risk culture. While Bank ABC board manual assigns responsibility for
cultivating risk culture to the Compliance Director and Chief Risk Officer, the bank has
not yet conducted a comprehensive risk management maturity assessment. As a result,
there is no clear picture of the overall maturity level of Bank ABC’s risk management
practices.

Operational risk management at Bank ABC still faces significant challenges. Internal
records from recent years reveal considerable operational losses due to fraud (e.g.,
misappropriation of customer funds, document forgery, financial reporting manipulation)
and process errors (e.g., regulatory reporting errors, data input mistakes, teller cash
miscalculations). These recurring issues make Bank ABC an important and timely case
study for risk culture—especially as the bank has recently been acquired and is
undergoing digital transformation. Such a study could yield valuable insights and lessons
on risk culture practices, particularly in the Indonesian banking context.

One of the root causes of operational risk is human error, particularly internal fraud.
Contributing factors include financial pressure, perceived opportunities to commit
undetected misconduct, rationalization of unethical behavior, weak legal enforcement,
and personal traits such as greed. Process failures may result from ignorance,
carelessness, or a lack of caution and accountability. According to the Basel Committee
on Banking Supervision (2022), risk culture is closely related to collective attitudes and
behaviors, which are strongly influenced by incentives, communication norms,
accountability structures, and the tone set by leadership. Internal fraud and process errors
are thus deeply intertwined with organizational culture.

To address these concerns, a comprehensive and in-depth assessment of Bank ABC’s
risk culture is necessary—one that examines perceptions and behaviors in addition to
formal risk management processes and structures. This study adopts the Sound Risk
Culture Indicators framework developed by the Financial Stability Board (2014), which
captures all key dimensions of risk culture relevant to the banking industry (Bockius &
Gatzert, 2024). The FSB framework’s narrative-based assessment indicators also align
well with the study’s goal of exploring risk culture holistically.

Research on risk culture remains limited, particularly those applying the FSB’s
Sound Risk Culture Indicators framework (Kunz & Heitz, 2021). This study aims to fill
that gap by investigating risk culture practices at an Indonesian bank using this
comprehensive framework. The findings are expected to help the bank enhance its risk
culture and provide valuable contributions to the broader field of risk governance in
emerging market financial institutions.

Based on the above background, the researcher is interested in conducting a study
entitled: “Evaluation and Strengthening of Risk Culture at PT Bank ABC During Digital
Transformation.”
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LITERATURE REVIEW
Agency Theory

Agency theory is a theory that describes the conflict between management acting as
agents and owners acting as principals. Agency theory describes the relationship between
shareholders as principals and management as agents. Management is the party
contracted by shareholders for their interests. Management is given the power to make
the best decisions for shareholders. Therefore, management must be responsible for all
decisions made for its shareholders (Jensen & Meckling, 2019).

Banking sector companies in carrying out their activities consist of bank shareholders
and bank management. There is a contractual relationship in agency theory between
shareholders (Principal) and management (Agent). The shareholder (Principal) employs
an agent in a work relationship based on a contract, where the agent must carry out his
work based on the wishes of the shareholder. The relationship that occurs between the
principal and the agent, or what can be called an agency relationship, causes differences
in information between the two parties. The agent is the party who knows more
information about the company so that this can provide benefits for him (Arifani, 2012).

Shareholders are unable to manage the company, so they give the authority and
obligation to manage the company's operations to the management in accordance with the
mutually agreed work contract. The agent, as the person in charge of the company, must
work as professionally as possible in running the company to produce good performance
results and profits for the company. The principal as a shareholder is tasked with
monitoring the performance of managers to ensure the results of the management of
investments made in the company. Agents will receive a salary commensurate with their
work based on their work contract. This agency relationship can give rise to a conflict of
interest between the two. Company shareholders want optimal results for the company in
the form of profits for shareholders. However, on the other hand, management misused
shareholder funds for its own interests.

Risk Management

Risk Management is a series of methodologies and procedures used to identify,
measure, monitor and control risks arising from all Bank business activities (Financial
Services Authority Regulation Number 18/POJK.03/2016 concerning the Implementation
of Risk Management for Commercial Banks, 2016). Referring to the POJK, there are
eight types of risk inherent in banks, namely Credit Risk, Market Risk, Liquidity Risk,
Operational Risk, Legal Risk, Reputation Risk, Strategic Risk and Compliance Risk.
These eight risks do not stand alone but are interconnected and influence one another. In
banks, the implementation of risk management at least includes active supervision by the
Board of Directors and Board of Commissioners, appropriate risk management policies
and procedures as well as determining risk limits, adequacy of risk identification,
measurement, monitoring and control processes as well as risk management information
systems and comprehensive internal control systems.

Risk Culture

Risk culture is a complex and broad concept, covering various levels and
dimensions, interplaying with governance practices and bank incentive programs
(International Finance Corporation, 2015). Cultures always correlate with each other,
including attitudes and behavior (Streicher et al., 2023). Risk perception and risk
behavior shape risk attitudes, risk culture shapes the attitudes and behavior of individuals
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and groups. A good organizational risk culture will form individuals who are aware of the
impacts (including potential impacts or risks or opportunities) of and are responsible for
making decisions, even though there are no clear policies or rules. Conversely, in a weak
risk culture environment, individuals in the organization can be irresponsible or take
advantage of loopholes in policies and rules that can harm the organization (Lam, 2017).
There is no single consistent definition of what constitutes a “risk culture,” however,
most researchers and academic literature agree that “risk culture” encompasses how an
organization views and acts on risk, as well as how the organization handles it (Kunz &
Heitz, 2021). Through a review of the literature proposed by (Bockius & Gatzert, 2024),
there are five general characteristics of risk culture, namely being part of organizational
culture which is the main element of enterprise risk management (ERM), understood and
shared by employees, considering potential negative and positive risks (downside and
upside risks/opportunities) and also having implications for strategic and operational
actions (risk taking and control).

In accordance with the provisions (Financial Services Authority Regulation Number
18/POJK.03/2016 concerning the Implementation of Risk Management for Commercial
Banks, 2016) Banks are required to ensure the overall effectiveness of risk culture as part
of the implementation of the internal control system at all levels of the Bank's
organization. OJK, as the banking supervisor in Indonesia, emphasizes the importance of
increasing the effectiveness of risk culture in implementing Risk Management in banks.
OJK also requires bank management to develop a Risk Management culture as part of the
internal control system. In Financial Services Authority Regulation Number
18/POJK.03/2016 concerning the Implementation of Risk Management for Commercial
Banks, (2016) it is stipulated that the Director of Risk Management has the authority and
responsibility to develop a Risk Management culture at all levels of the organization,
which includes adequate communication to all levels of the organization regarding the

importance of effective risk management. In addition, Banks are required to
implement an effective internal control system, including ensuring the effectiveness of
the Risk culture in the Bank's organization as a whole. It is explained in the POJK that the
effectiveness of risk culture is intended to identify weaknesses and deviations early and
reassess the reasonableness of existing policies and procedures at the Bank on an ongoing
basis.

According to (Ardiansyah, 2024) there are 3 (three) main weaknesses of risk culture,
namely the as-if culture, silos and the culture of recording and measuring. An effective
culture is intended to identify weaknesses and deviations early and reassess the fairness
of existing policies and procedures at the bank on an ongoing basis. Risk culture is the
behavior of all personnel in interacting and perceiving everything related to risk. This
perception of risk will be reflected in the decisions made and the way work is done. An
organizational practice in which risks are discussed and considered as part of routine
decision making. The values, beliefs, knowledge and understanding of risk held by a
group of people who have the same goals, especially leaders and employees of an
organization or company.

RESEARCH METHOD

Research design is a plan for carrying out research to answer the problem
formulation which determines how to collect and analyze data to achieve an appropriate
degree of trustworthiness in a particular type of research (Sekaran & Bougie, 2017). To
answer questions in the problem formulation that has been put forward, this research uses

5 . IJME VOLUME 4, NO. 2, May 2025



IJME Vol 4 No. 2 | May 2025 | ISSN: 2829-0399 (print), ISSN: 2829-0526 (online), Page 01-12

a case study approach at Bank ABC with qualitative methods. Qualitative research is a
research method that aims to explore and understand the meaning resulting from social
problems or phenomena. This research focuses on the way people make meaning from
individual experiences, as well as how social interactions and cultural context influence
these phenomena (Creswell & Poth, 2016). This type of research utilizes existing theory
as a context reference which as the research then develops following the construction of
the research results obtained. By using the qualitative type, the researcher becomes a data
collector who describes the research object through the process and meaning of events.
So in qualitative research, the result will be a new theory.

In this research, researchers conducted an initial study by studying the organization's
profile, business understanding, and the condition of the Bank through annual reports and
news media. Data collection was carried out for 3 months (December 2024 — February
2025) through an online questionnaire using questions with a Likert scale assessment
method, in which there was a narrative explanation that participants could add to each
question, the researcher also added additional questions with semi-structured questions to
two key respondents and a review of formal bank documents. Questionnaire data and a
list of documents reviewed are attached. This method is used to understand individual
risk perceptions and behavior of Bank leaders and employees, social interactions of Bank
leaders in decision making and operations related to risk, as well as risk management
practices that refer to the 2014 FSB risk culture assessment framework. Before collecting
information, a research letter and interview consent form are first submitted to limit the
use of Bank data/information, especially sensitive and confidential information, but the
Bank can only provide answers through questions included in the questionnaire.

To ensure that sensitive questions are answered honestly and openly, the researcher
emphasized the importance of research for the Bank through writing (in the opening or
beginning of the questionnaire. In addition, the researcher simplified several indicators to
ensure that respondents clearly understood the points of the indicators being assessed.
The researcher is currently still working at the Bank and specifically in the Risk
Management Division, this also helps researchers in gaining access to data and building
closeness with respondents to provide information honestly and openly.

Social Situation or Research Setting

PT Bank ABC is a financial organization operating in the banking sector, where risk
management is an important element to maintain stability and compliance with
regulations. Bank ABC has a structure that involves various divisions such as risk
management, internal audit and compliance which are directly related to implementing a
risk culture. The research was conducted in the Bank ABC Bank work environment,
which included interviews with employees and Executive Officers at Bank ABC Bank.
Researchers were directly involved in collecting data from respondents through on-site
observations. This research focuses on the social dynamics between employees and
management regarding the implementation of risk culture, including employee and
management perceptions of risk policies, individual responsibilities, and risk
communication. It involves social interaction between various levels in the organization,
from senior management to staff employees.
Data Management and Analysis Methods

Analysis of questionnaire data with closed questions (Likert scale) using descriptive
statistics to see general perception patterns. Conclusions from the questionnaire results
are determined based on the following criteria:
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a. If there is a majority (more than 50%) of respondents who choose an option (for
example: "agree™), then the results of the questionnaire are concluded following
the results of that majority (in this example, the general conclusion is "agree™).

b. If there is no choice from the majority of respondents (no choice with a
percentage of more than 50%, for example: 30% strongly agree; 25% agree;
10% are unsure; 25% disagree; 20% strongly disagree), then the results of the
questionnaire cannot be concluded on one particular option (in this example,
respondents generally differ in opinion between "strongly agree", "agree",
"undecided", "disagree", and "strongly disagree").

Analysis of open questionnaire data (narrative explanation), interviews, and
document review using data flow analysis Miles, (1994); (Samsu, 2021) through data
reduction, data presentation, and data conclusion, both for each indicator and for the
condition of Bank ABC Bank's risk culture in general.

To determine the risk culture rating assessment, refer to Appendix Il SEOJK Number
14/SEOJK.03/2017 concerning the Assessment of the Soundness Level of Commercial
Banks as in table 1.

Table 1. Risk Culture Assessment Rating

Rank Information

The risk culture has been very well internalized at all levels of the

Very strong organization.

Strong Risk culture has been well internalized at all levels of the organization.

Risk culture has been internalized quite well at all levels of the

Strong enough organization but has not always been implemented consistently.

Risk culture has not been properly internalized at all levels of the

Less stron L)
g organization.

Not strong The risk culture does not yet exist at all.

Source : (Financial Services Authority Circular Letter Number 14/SEOJK.03/2017
concerning Assessment of the Soundness Level of Commercial Banks, 2017)

RESULT AND DISCUSSION

This research evaluates the implementation of risk culture at PT Bank ABC based on
four main dimensions in the Sound Risk Culture Indicators framework developed by the
Financial Stability Board (FSB, 2014), namely: Tone from the Top, Accountability,
Effective Communication and Challenge, and Incentives and Performance Management.

Tone from the Top

The findings show that the Board of Directors and Board of Commissioners have
demonstrated commitment to risk management through determining and monitoring risk
appetite and risk tolerance, as well as involvement in various strategic forums. However,
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the expected risk culture has not been explicitly defined and socialized to all levels of the
organization. Inconsistencies between “tone at the top” and “tone at the middle” were
identified, especially between the digital division and the retail division, which indicates
that there is still a gap in the understanding and appreciation of risk culture.

Even though there are communication forums such as town halls and monthly
meetings that involve all employees, the internalization of risk values has not yet reached
all work units evenly. The processing and dissemination of learning from incidents is also
not yet systematic, so it is not optimal in encouraging collective organizational learning.

Accountability

Bank ABC has an internal policy that establishes risk management responsibilities as
well as reporting and escalation mechanisms. However, the effectiveness of the
whistleblowing mechanism cannot be evaluated due to the minimal amount of reporting
received. This may indicate that employees do not feel safe or comfortable enough in
reporting risk issues.

Enforcement of accountability can be seen from the existence of tiered sanctions for
violations of the Bank's values and policies. However, strengthening is still needed in
terms of socializing risk management responsibilities, including understanding the
consequences and rewards for compliance.

Effective Communication and Challenge

The Bank has created risk communication forums and open discussions, but there are
still silos between work units and a predominantly top-down communication approach.
Control functions such as Risk Management, Internal Audit and Compliance have a fairly
high structural position, but their role still tends to be consultative rather than being an
integral part of the decision-making process.

The existence of the pulse survey method is a positive initiative to hear employee
voices, but not all work units show the same level of openness to alternative views. This
shows the need for a more collaborative and balanced communication approach across
the organization.

Incentives and Performance Management

In terms of incentive and reward systems, the Bank has implemented a remuneration
policy based on performance and core values. However, risk management has not
explicitly become an indicator in employee Key Performance Indicators (KPI). The risk
compliance aspect has not been fully integrated into the assessment and reward system.

Succession planning and talent development programs are available, but not all
employees understand career paths and the role of risk culture in this development.
Strengthening transparency and communication in HR development programs is
important so that all employees feel involved and responsible in maintaining a risk
culture.

Based on the findings, it can be concluded that PT Bank ABC has a good initial
foundation in building a risk culture. The commitment of the Board of Directors and
Board of Commissioners has been reflected in various policies, forums and risk
management strategies. However, implementing a risk culture as a whole still faces major
challenges in the form of:
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1. The incoherence between tone at the top and implementation at the operational
level, which shows the need for strengthening coordination between units and a
more inclusive and sustainable risk communication strategy.

2. Lack of systematization of learning from past incidents, which can hinder the
process of continuous improvement of risk management policies and processes.

3. The control function, which is still consultative in nature, has not yet fully
become a strategic partner in the risk-based decision making process.

4. There is minimal integration of risk aspects in reward and performance
evaluation systems, which can weaken incentives for employees to act in
accordance with risk culture principles.

5. The inaccessibility of several development and communication programs to all
work units, especially in the retail division, which requires a more adaptive
approach.

These findings strengthen previous literature (Salamah & Wijanarko, 2020; Azria &
Diyanty, 2023) which states that the success of a risk culture is not only determined by
structure and policy, but also by the consistency of behavior and communication at all
levels of the organization. Furthermore, this evaluation emphasizes the importance of
integrating risk culture into the Bank's digital transformation strategy to ensure the
institution's sustainability and resilience to future risks.

CONCLUSION AND SUGGESTIONS
Conclusion

Based on the 2014 Financial Stability Board (FSB) Sound Risk Culture Indicators
framework, the risk culture at Bank ABC has a fairly good assessment where the risk
culture has been internalized quite well at all levels of the organization but has not always
been implemented consistently. This assessment was obtained from analysis including:

1. The risk culture at the Bank is still in the strengthening stage, especially in the
aspects of risk awareness and implementation of accountability at all levels of the
organization. Even though there are risk management mechanisms that have been
updated along with the transition to digital banking, there are still several
challenges related to inconsistent implementation of a risk culture.

2. The Board of Directors and Board of Commissioners have demonstrated
commitment to building a strong risk culture, however implementation and
supervision still need to be improved, especially in risk communication to all
levels of the organization. Even though risk escalation mechanisms and
individual responsibilities have been implemented, there are still weaknesses in
the active involvement of all employees in risk management.

3. Barriers to open risk discussions are still found, where some employees feel
uncomfortable expressing opinions regarding the risks they face. The
performance-based incentive system and compliance with risk culture also still
need to be improved so that it is more in line with the values of the risk culture
that we want to develop.

4. Banks still face challenges in reducing operational risks, especially those related
to internal fraud and process errors. In addition, the absence of a comprehensive
evaluation of the maturity of risk culture means that risk management at the Bank
is not yet optimal. With the transition to a digital bank through Bank QRS, there
are new challenges in risk management that require a strategy to strengthen a
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digital-based risk culture in order to anticipate threats that arise in digital banking
operations.

Suggestion

Based on the results of these observations, several recommendations can be

implemented by the Bank to strengthen its risk culture.

1. Banks need to hold risk culture training that involves all employees with real case
scenarios, such as how to handle operational risks due to data input errors or how
to prevent fraud in the work environment. This training can be carried out offline
or via e-learning platforms to ensure wider accessibility.

2. Banks need to establish anonymous communication channels (whistleblowing
systems) that are more easily accessible, such as mobile-based applications or
internal portals that allow employees to report risks without fear of negative
consequences. This system must also be integrated with whistleblower protection
policies to ensure transparency and information security.

3. Banks must increase the use of technology in internal monitoring and audit
systems, such as implementing machine learning and artificial intelligence to
detect transaction anomalies that have the potential to become fraud.

4. With digital transformation, banks need to adopt more sophisticated security
systems such as multi-factor authentication (MFA) for internal system access and
encryption of customer data to prevent sensitive information from being leaked.
For example, implementing biometric verification for customers and employees
can reduce the risk of unauthorized access to the banking system.

5. Evaluation of employee performance must include aspects of compliance with
risk management policies as one of the main indicators. For example, employees
who succeed in reducing incidents of transaction errors or fraud in their team can
be given awards in the form of financial incentives or formal recognition in the
company's annual report.

6. Management needs to hold monthly or quarterly forums using the roundtable
discussion method, where each division can convey the potential risks they face
and the solutions that can be implemented.

7. By implementing these recommendations, it is hoped that the Bank can build a
stronger and more effective risk culture in facing challenges in the digital
banking era, as well as increasing operational resilience and better governance
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