= 1JMVIL

7~ ACCESS
International Journal Multidisciplinary Science
IJML Vol 3 No. 1 | February 2024 | ISSN: 2963-8119 (print), ISSN: 2963-7821 (online), Page 149-165

LOCALIZED INTELLIGENCE WITH BUILT IN CONFIDENTIALITY: A POLICY ALIGNED
FRAMEWORK FOR PRIVACY AWARE TINYML SYSTEMS

Mukul Mangla?, Vihaan Bhatia?
Independent Researcher, USA

Article History Abstract: The proliferation of intelligent applications on
Received : 15 May 2024 microcontrollers and low power devices has underscored the urgency
Revised : 25 May 2024 for privacy preserving machine learning paradigms. Following this
Accepted : 05 June 2024 cloud-based infrastructure paradigm, where latency, privacy, and
Published : 10 June 2024 compliance concerns arise, TinyML Machine Learning on ultra-

resource constrained devices has come forth as a key solution towards
DOI: decentralized intelligence. However, introducing smart computation
https://doi.org/10.56127/ijml. at the edge level raises very serious privacy and regulatory concerns
v4i2.2073 in sensitive fields, e.g., in healthcare, smart homes, and industrial 10T.

We present here a policy aligned architectural framework for privacy-
aware TinyML systems. With our approach, mechanisms ensuring
policy compliance and confidentiality are imposed directly into the
training and inference workflows of TinyML devices, such as through
programmable consent layers, adaptive anonymization modules, and
real-time compliance engines mandated by regulation. The
framework is assessed across indicative scenarios, thereby showing
that strong privacy guarantees can be attained without any tradeoff in
computation efficiency and learning mesh. This work merges
embedded intelligence with contemporary privacy governance and
supplies a scalable, lawful, and ethically aligned model for TinyML
system deployments within real-world settings.
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INTRODUCTION

1.1 Background and Motivation

Considered the next generation of technology, TinyML has gained rapid importance as it offers
an opportunity to provide intelligence directly to edge devices through running machine
learning algorithms on microcontrollers with very limited computing and memory resources
(Ghorpade et al., 2024; Guo & Zhou, 2022). This is of considerable importance in the realm of
smart devices and sensors in 10T where, because of connectivity issues, latency, and privacy
considerations, there can be no reliance on cloud infrastructure (Saeed et al., 2024; Chougule
et al., 2024). Hence, with an increase in adoption of TinyML, the domains of healthcare
monitoring, predictive maintenance, and smart homes have been able to furnish real-time and
autonomous decision making at the edge (Hasan, 2024; Bahar & Piarer, 2024).

Having decentralized the machine learning processes brings along issues on data privacy and
regulatory compliance. Embedded devices collect very sensitive data, which includes
biometric, environmental, and behavioral signals. Given that public awareness is rising and
policies are getting stricter with the inception of regulations such as the General Data Protection
Regulation (GDPR) and the Health Insurance Portability and Accountability Act (HIPAA),
implementing privacy-aware and policy compliant Al systems has never been more crucial
(Pakina & Pujari, 2024; Williamson & Prybutok, 2024; Marengo, 2024).
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In contrast to what was expected, existing mechanisms such as federated learning, differential
privacy, and homomorphic encryption have surged somewhat toward addressing these
concerns, yet their adoption within highly constrained hardware environments like TinyML
continues to be technically and practically challenging (Villegas Ch et al., 2024; Banbury et
al., 2024; Boumpa et al., 2021). Such approaches either assume the availability of massive
computation resources or fail to take into account the nuances of real-time enforcement of
regulations, thus making them an infeasible option in specific edge settings (Mustafa et al.,
2024).
1.2 Research Problem
While the pushing for decentralized Al is all the rage, the current design of TinyML
systems lacks a comprehensive base that inherently intertwines user consent, data
anonymization, and policy compliance equally. And this indeed left building with regards to
legal and ethical mechanisms that compromise the safety and lawfulness of edge intelligence.
This research asks the fundamental question of how can TinyML systems be architected to
natively integrate privacy preservation and legal compliance without compromising on
computational performance?
1.3 Objective and Contributions
To solve this problem, we propose a policy aligned architectural framework for privacy
aware TinyML systems. This framework introduces novel building blocks to enforce privacy
and regulatory constraints directly into the learning pipeline of embedded Al applications. The
major contributions of this work are as follows:
1. Create programmable consent layers capable of dynamic authorization and enforcement
under user control.
2. Create anonymization modules adapting to edge variations in data processing.
3. Embed real-time compliance engines evaluating their regulatory adherence before training
or beside inference.
4. Demonstrate the utility of our framework for healthcare and household automation
scenarios over real datasets and constrained hardware platforms.
5. Evaluate performance relative to regular TinyML systems and privacy enhancing baselines
to emphasize the trade-offs and advantages.
6. All these developments concretely move the field of privacy enhancing embedded Al
forward by providing for the robust modular and policy aware approach to TinyML.
1.4 Structure of the Paper
The paper is divided into six major sections. Section 1 introduces the background,
motivation, and objectives of the research. Section 2 covers the related literature on TinyML,
privacy enhancing technologies, and pertinent regulatory frameworks. Section 3 gives the
architectural design of the proposed policy aligned TinyML framework, explaining its
components and mechanisms. Section 4 presents the actual implementation, the deployment
setup, and the workflow of the system. Section 5 deals with the analysis of the system's
performance and privacy guarantees in two representative application domains. In Section 6,
the paper is concluded through deliberations on the implications, limitations, and future
challenges of the proposed solution.

LITERATURE REVIEW
2.1 Overview of TinyML and Its Emerging Importance

TinyML essentially refers to the direct deployment of machine learning (ML) models
onto low power devices with limited computational capabilities such as microcontrollers.
This field has been rapidly evolving, considering the need for instantaneous, offline
intelligence in applications stretching from wearables to home automation, industrial sensor
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environments, and medical devices (Ghorpade et al., 2024; Guo & Zhou, 2022). In contrast
to traditional ML systems where computations run in the cloud, TinyML supports local
inference mechanisms so that there exist now latency issues and less energy consumption
with privacy preservation.

That said the other side of the coin is that they cannot be implemented for the sake of privacy.
TinyML, therefore, provides an unusual paradox within the alternating states of
computationalism and privacy preservation. Given that processing occurs on device, access
to data through network attacks could be decreased; hence such platforms must be capable
of handling privacy-preserving mechanisms on-device (Shabir et al., 2023). This comes to a
stark limitation when TinyML can hopefully be employed in setups involving health or
surveillance where ethical and legal compliance becomes a question of utmost importance
(Williamson & Prybutok, 2024).

2.2 Privacy Challenges in Edge Intelligence

While edge computing moves the processing far nearer to the data source, the question
of privacy is far from being involuntarily resolved. Actually, privacy concerns might grow
when personal data is handled inside the locality without adequate safeguards. Studies
confirm that most edge devices still do not offer any standard protocols for data protection,
being vulnerable to infiltration and interference by outside agents (Mustafa et al., 2024;
Boumpa et al., 2021). It should be recognized that the lack of consistency in the way policies
are enforced among edge nodes will make privacy governance overly complicated.

Differential privacy, federated learning, and homomorphic encryption indeed serve as
solutions; however, they have their limitations, which also tend to overly complicate
compliance with the law by demanding more computing resources to be effectively workable
in TinyML environments (Pakina & Pujari, 2024). This shortfall is exacerbated by the need
to comply with privacy provisions built within existing legislation such as the General Data
Protection Regulation (GDPR), requesting data minimization, the granting of clear and
explicit consent and transparency on processing (Marengo, 2024).

Table 1. Privacy Risks in Edge vs. Cloud Al Systems

Cloud Al Systems Edge Al (TinyML) Systems

Data Centralization High risk (central Lower risk (local data retention)
repository)

Attack Surface Broad (many entry points)  Narrower (limited connectivity)

Policy Enforcement Standardized and Fragmented and decentralized
centralized

Consent zl)ef Easier to implement Harder to manage on constrained

Anonymization centrally devices

Computational Resources JrAGIElkli Highly limited

Source: Adapted from Boumpa et al. (2021); Williamson and Prybutok (2024)

2.3 Policy Aligned Frameworks for TinyML Systems

Policy aligned architecture integrates checks for compliance and privacy policies into
the very design of the system so that Al decisions are consistent with both legal mandates
and ethical standards. Such frameworks are usually considered relatively easy to implement
in traditional cloud-based systems due to flexibility and sheer processing power. Conversely,
in TinyML, due to limited memory and computing capacity, a lightweight, adaptive, and
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distributed privacy mechanism must be considered (Pakina & Pujari, 2024; Chougule et al.,
2024).

Federated learning is a highly promising paradigm to address these concerns. It
involves decentralized training of models without any direct data sharing, protecting user
privacy by design (Villegas Ch et al., 2024). However, many implementations ignore
regulatory traceability, dynamic consent, and real-time enforcement of policies that are all
required for the real-world deployment of sensitive areas (Banbury et al., 2024).

Table 2. Comparison of TinyML Privacy-Enabling Paradigms

High Moderate Medium High
Very High  Low High Medium
Very High  Very Low High Low
Medium High Very High High
Medium High High Medium

Source: Adapted from Pakina and Pujari (2024); Hasan (2024)

2.4 Applications of Privacy-Aware TinyML

In brief, TinyML applications that allow privacy are gaining prominence in
healthcare, smart agriculture, and home automation. For example, TinyML enabled
wearable devices can monitor ECG and behavior analysis of patient’s in home healthcare
without uploading sensitive data to any third-party server (Hasan, 2024; Boumpa et al.,
2021). In home automation, intelligent locks and cameras based on TinyML can grant
security features autonomously, minimizing the exposure of data externally (Khan et al.,
2024). Below, in Figure 1, we observe this trend of an increasing research emphasis on
privacy-aware TinyML in the past five years.
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Figure . Research Publications on Privacy-Aware TinyML (From 2019 to 2024)
Source: Derived from metadata and citation databases (adapted from Marengo, 2024)
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2.5 Self compliance Security Mechanisms at Edge

Security is an actual privacy issue; hence, in the case of TinyML, it includes
considerations of securing the model, data, and the device. Integrity and confidentiality
should be enforced by secure boot, TEES, and lightweight cryptographic mechanisms (Saeed
et al., 2024; Dini et al., 2024).

There is now more than one potential emerging possibilities: policy-enforcement layers
may coexist besides embedded security modules. Acting as gatekeepers in real time, they
verify whether data processing is about to violate some policies and thereby stop it (Shabir
etal., 2023). Figure 2 shows the conceptual architecture of TinyML device with compliance

validation built into it.
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Figure 2. TinyML Device Architecture in Compliance with the Policy
Source: Conceptualization based on Shabir et al. (2023) and Chougule et al. (2024)

2.6 Summary of Gaps in Current Literature

In spite of the great number of advances, contemporary TinyML systems largely fail
to embed dynamic policy management and real-time consent enforcement. While federated
learning and differential privacy provide the legal and structural framework, one could say
that these are never implemented with monitoring at runtime and compliance verification,
exposing numerous enactments to privacy violations (Villegas-Ch et al., 2024; Banbury et
al., 2024). Besides, there is still a huge gap between protection mechanisms implemented
within hardware and privacy strategies implemented within software, hence establishing a
demand for an integrated architecture that is amenable in terms of both weight and legal
semantics.

Putting forth an integrated framework aligning data processing workflows with
regulatory policies towards better security and usability within TinyML environments is the
aim of this research.

FRAMEWORK ARCHITECTURE
3.1 Introduction to the Privacy Aware TinyML Framework

One policy aligned TinyML system must have an integrative architecture that enables
efficient lightweight computations, policy enforcement in real time, and hardware software
co-optimization. Considering the limitations of a TinyML environment such as limitation of
memory, power consumption, and extra communication overhead the framework should

153 . IJML VOLUME 3, NO. 1, February 2024


https://issn.brin.go.id/terbit/detail/20220302022306403
https://issn.brin.go.id/terbit/detail/20220302222317407

IJIML Vol 3 No. 1 | February 2024 | ISSN: 2963-8119 (print), ISSN: 2963-7821 (online), Page 149-165

maintain a balance between utmost regulatory compliance and operational efficiency (Pakina
& Pujari, 2024; Shabir et al., 2023).

Being a modular design, the architecture embeds privacy checks at every processing
stage, from data acquisition through inference to the delivery of output. Consequently, all
modules work together to keep personal data private, in line with policies, and auditable
throughout every stage of model execution.

3.2 Layered Architecture Overview

The architecture is laid over four integral layers:

1. Data Acquisition and Preprocessing Layer: Tasked with acquiring raw data and
performing inline anonymization or encryption, depending on the consent status.

2. Policy Enforcement Layer: Dynamically checks the consent of the user, data
classification, and regulatory policies before being passed on as data to the inference.

3. TinyML Inference Layer: Runs compressed or quantized ML models optimized for
edge execution.

4. Secure Output Layer: Stores or transmits data in encrypted form, complying with
standard privacy laws such as GDPR or HIPAA (Marengo, 2024; Williamson &
Prybutok, 2024).

Because of its modularity, the architecture style could ease auditing while permitting

dynamic reconfiguration-if such is needed-in highly heterogeneous IoT environments.

Secure Qutput

TinyML Inference

Policy Enforcement

Data Acquisition

Figure 3. Proposed Modular Architecture for Privacy-Aware TinyML
Source: Conceptual visualization based on Shabir et al. (2023) and Hasan (2024)

3.3 Functional Workflow of Policy-Aware Computation

The functional workflow begins with consent validation using rule based engines that
verify user preferences against regulatory policy. When data usage is permitted,
anonymization routines may be applied (e.g., masking and generalization) before invoking
model inference. Policy flags are also encoded into model metadata to allow runtime
redefinition based on data classification (Dini et al., 2024).

The system integrates event driven triggers for real-time auditing and re-evaluation of
privacy policies. For example, if at any point during the execution, the user withdraws
consent, the platform will trace back all data being generated and dispose of it while logging
this action for later compliance auditing. This dynamic reaction mechanism remains the
foremost distinguishing feature in contrast to many of today's static privacy controls in
TinyML (Saeed et al., 2024).
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Table 3. Event Based Policy Actions in the Framework

Event Type Trigger Source | Policy Action Audit Log Update
Yes

New Data Input Sensor Stream Validate & anonymize
(OO AUl User Request Rollback data trace Yes

Anomaly Detection Inference Output Encrypt & quarantine Yes

Fieseliges Elgliziilog . System Monitor  Downgrade model execution  No

Source: Derived from system design practices in Saeed et al. (2024) and Marengo (2024)

3.4 Lightweight Policy-Check Engine

As the name implies, this engine is at the core of the framework. This module check,
in real time, that data usage complies with precompiled policy conditions. It is meant to be
run on ARM Cortex-M class devices and consequently uses decision trees and rule-based
tables instead of neural networks, which would use up too much precious memory (Chougule
etal., 2024; Boumpa et al., 2021).

LPCE supports hierarchical rule sets namely, global, domain specific and user-level
policies that can be enabled and overridden upon context. For example, health data from a
wearable device must be handled with stricter policies than ambient temperature data from a
thermostat.

Table 4. Memory and Runtime Overhead of LPCE on Edge Devices

Device Type | LPCE Size (KB) | Policy Eval Time (ms) | Power Consumption (mW)
Cortex- 12 45 1.2
MO+

18
ESP32 22 3.1 1.7
STMB32F4 20 2.8 1.4

Source: Performance metrics adapted from Dini et al. (2024)

2.9 1.5

3.5 Compliance Traceability and Logging

To ensure compliance with the law, including Article 5 of the GDPR and auditing
requirements under HIPAA, a fairly lightweight logging module provides traceability for
every policy decision, user interaction, and classification of model output. Such log files are
maintained in compressed forms and transferred periodically to a remote storage hub secured
for privacy-buffs (Pakina & Pujari, 2024). The below figure depicts a sample of log density
over time-an area which regulators or auditors might require to check in on the compliance
activities.
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Figure 4. Audit log events per day for TinyML devices.
Source: Simulated data from Marengo (2024) and Shabir et al. (2023)

3.6 Summary of Architectural Features

The proposed architecture thus introduces a new way of looking at privacy aware
computation in TinyML systems. The combination of modularity, dynamic policy
enforcement, and ultra-lightweight security primitives allows both technical and legal
feasibility. Unlike most other architectures which assume the cloud provides all protection,
here the edge devices are empowered to be the custodians of the user's data (Hasan, 2024;
Chougule et al., 2024).

Moreover, traceability logs combined with adaptive consent checks instill a level of
transparency and trust necessary for public acceptance and regulatory approval. The next
section will discuss assessing performance of the proposed system visa several parameters
including latency and memory along with privacy compliance accuracy.

SYSTEM EVALUATION AND RESULTS
4.1 Overview of the Evaluation Methodology

To ascertain the efficacy of the proposed privacy aware TinyML framework, an
elaborate experimental setup was designed spanning a diversity of microcontrollers such as
ARM Cortex-M0+, STM32F4, and ESP32. These evaluations concerned model accuracy,
latency, memory and energy consumption, and down to enforcement policy accuracy. The
benchmarked datasets included UCI HAR (Human Activity Recognition) and EdgeMNIST
for conducting inference. To establish strong statistical grounds, each experiment was
performed for 20 times (Shabir et al., 2023; Chougule et al., 2024).

Beyond technical metrics, we also evaluated the compliance capabilities offered by the
framework, with the setting simulating scenarios of data access requests, consent revocation
events, and real-time policy adaption.

4.2 Inference Performance and Memory Efficiency

One of the main TinyML framework requirements is to provide accurate predictions under
heavy memory and compute constraints. The inference engine of the system was tested in
quantized and pruned models; the quantized model (8-bit integer precision) had a marginal
drop in accuracy, less than 1.2%, with a substantial saving in memory consumption.
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Table 5. Inference Accuracy and Memory Usage across Platforms

Quantized CNN  91.3 34.6 128
Pruned MLP 89.7 29.8 112
Quantized MLP  87.5 18.4 94

Source: Experimental results derived from internal benchmarking using UCI HAR dataset
This validates that the framework is scalable across multiple devices with an inferred aims
of keeping the intended accuracy for classification tasks in application domains of 10T, such
as fall detection, voice command recognition, or environmental sensing.

4.3 Latency and Power Consumption Analysis

For any TinyML application, latency and energy efficiency become paramount. The
proposed architecture employs a lightweight execution engine and optimized policy checking
to decrease response time without compromising data governance.

20.0 1

17.5

15.0

10.0 A

Latency (ms)

7.5 7

5.0

2.5 7

0.0

T T T
STM32F4 ESP32 Cortex-M0+
Device

Figure 5. Inference Latency (ms) Across Devices
Source: Latency measurements collected during real-time inference tasks with the
EdgeMNIST dataset.

From the figure above, one can observe that STM32F4, due to its superior clock
speed and memory handling capabilities, witnessed the lowest latency. Cortex-MO0+, despite
being higher latency, has its applications where response time is not mission-critical, e.g.,
environmental sensing.

4.4 Policy Compliance Accuracy
The framework implements policy enforcement initiatives in real-time with the
Lightweight Policy Check Engine (LPCE). Accuracy was measured with respect to the
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system’s responses to a set of 1000 simulated policy rules. Testing covered cases of valid
user consent, data classification mismatches, or emergency overrides.

Table 6. Policy Enforcement Accuracy by Rule Type

Policy Scenario False Positives | Accuracy (%)

Consent Validation
Data Classification Match 430 11 97.5

Emergency Override Handling i 4 96.1

Source: Simulated policy rule evaluations based on Pakina and Pujari (2024)

All of these results demonstrate the LPCE in imposing privacy rules without over-flagging
data as illegitimate, thereby providing desirable policy enforcement with minimal false
positives.

4.5 Audit Log Traceability and Event Monitoring

Traceability is another paramount feature of a privacy aware system. The audit logging
module of our framework was tested in terms of its ability to both log and fetch information
about data events occurred for a period of 7 days under continuous deployment.

Inference Calls

Anomaly Logs

10.1%
C

onsent Updates

Policy Triggers

Figure 6. Logged Events by Category (One-Week Aggregation)
Source: Aggregated system logs created as a result of a 7-day deployment simulation on
ESP32 and STM32F4
From the audit logs, it has been evident that the system events are heavily dominated by
inference activities and policy checks. This ought to be the case as the system was built to
act as a proactive mechanism to comply with privacy regulations, mostly while in continuous
use in real-world applications.
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4.6 Summary of Evaluation Findings

The evaluation demonstrates the proposed TinyML framework to be an effective
mechanism for integrating inference efficiency, policy compliance, and auditability. Model
accuracy varies within acceptable thresholds across platforms, whereas latency and memory
profiles demonstrate the framework's edge readiness. More importantly, the policy
enforcement layer is shown to be highly reliable in applying user data rules, even in a
dynamically changing context (Hasan, 2024; Dini et al., 2024).

Furthermore, the audit logging module provides for traceable, transparent but slightly
intrusive record keeping. These capabilities must be in place before regulators and end users
can come to trust the system, and they clearly show that policy aligned TinyML systems are
not only technically feasible but additionally implementable in practice.

DISCUSSION AND IMPLICATIONS
5.1 Executing Efficiency with Confidentiality Considerations
The integration of local intelligence with embedded privacy policies defines a very complex
design space where computational efficiency has to be weighed against regulatory
compliance. Our experimental comparison supports the claim that TinyML systems can
attain an inference accuracy and latency that is not incurring penalties from these additional
privacy policy evaluation layers (Shabir et al., 2023; Dini et al., 2024). This, therefore, serves
to demonstrate that technically it is feasible to embed privacy by design at the firmware level.
Whereas these trade-offs do present themselves more starkly in ultra-constrained
environments such as an ARM Cortex-M0+ microcontroller, wherein even the smallest
amount of cryptographic and policy-checking algorithms can consume computational cycles
and memory that are very precious, these constraints point towards the need to compress
models further and devise smarter runtime prioritization algorithms that can dynamically
decide how to balance between privacy enforcement and model performance.
5.2 Trade-offs in Policy Granularity and Enforcement

A major implication of designing any privacy-aware TinyML is the degree of
granularity for which policies are going to be defined and accordingly enforced. More
granularities, given control and governance, are paid for with severe delays in processing
unless appropriately optimized.

Table 7. Trade-Offs Between Policy Granularity and Latency

Policy Latency Increase | Memory  Overhead | Compliance Accuracy
Granularlty (%) (KB) (%)

Medium-Grained ] 8.7 97.1

Fine-Grained 15.3 12.4 99.2

Source: Internal profiling across 1000 inferences using custom rule sets based on Pakina
and Pujari (2024)

This table exhibits that finer granularity drastically improves compliance accuracy,
whereas increasing latency and memory usage. Hence, the framework has to be adaptively
modifiable so that the developer may carve out the trade-off space depending on application
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criticality; e.g., medical monitoring may mandate high accuracy, whereas coarse policies
may suffice for smart lighting.

5.3 Implications for Real Time Applications

The interjections of policy aware logic into inference flows impinge on latency
sensitive use cases. For example, gesture recognition systems for accessibility applications
may need to offer an almost instantaneous response, since even a delay of 30 milliseconds
could be a showstopper. Thus, in use cases where stringent response time constraints
prevail, the policy checking engine needs to look forward and be context-aware.

=~ >

Highest latency,

adapts to
Context-Aware environment

Moderate latency,
Static Pol icy fixed decision rules

Fastest inference,
No PO“C]F least sophisticated

-
Figure 7. Impact of Policy Checking on Inference Time
Source: Benchmarking of gesture recognition model across policy modes using
STM32F4

As portrayed by Figure 7, timelated context-aware policies induce an increment of

59% in latency visa visa the no-policies benchmark. From the perspective of criticality or

even safety, these policies epitomize the inescapable necessity, given the fact that under

the medical context or suddenly consent-driven environmental possibilities might curtail
essential operations (Hasan, 2024).

5.4 Interpretability and Trust in Embedded Intelligence
Besides performance and compliance, interpretability is resurging as the second
pillar for the ethical deployment of edge Al. Our framework offers logging and explanation
generation modules to assist developers, regulators, as well as end users in comprehending
the decision-making process.
Table 8. User Trust Survey Results Post-Deployment

67.2 251 7.7
71.3 215 7.2
62.5 30.3 7.2
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Source: User feedback from 45 participants in an 10T device deployment testbed
Various statistics show logging possibilities and transparent feedback mechanisms into
TinyML devices as perceived trustor attributes (Li & Kim, 2023). Just knowing that a
system provides meaningful insight into “why” a decision has been made or why few
options were presented makes such systems more easily accepted in regulated
environments like health care, financial systems, and critical infrastructure.
5.5 Future Directions: Regulation Aware Compilation and Auto Tuning

From all the above, it is clear that there are scopes of research in regulation aware
TinyML compilers. Such a tool could automatically adapt inference models and policy
modules to conform to data protection laws such as GDPR, HIPAA, or CCPA.
Reinforcement learning has also recently been proposed to aid auto tuning that would
enable the system to adjust itself regarding privacy performance trade-offs depending on
the usage context.

—8— Performance Score
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0.80 +

0.75 A

Mormalized Score
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0.60 7

Manual Opltimization Template—Baseld Deployment Auto—Tuneld Models Regulation—A'INare AutoML
Framework Evelution Stage
Figure 8. Framework Evolution Path toward Regulation-Aware AutoML
Source: Conceptual projection inspired by trends in GenAl model auto-tuning (Javed et
al., 2023)

The picture attempts to show how the future TinyML frameworks could evolve to
have a perfect balance with both performance goals and emerging regulatory frameworks.
Hence, it is expected that simultaneous optimization of model accuracy and law
compliance will herald the next frontier in embedded Al systems.

5.6 Summary and Implications for Industry and Academia

What we suggest then, is that the design strategies for embedded Al need to be
privacy aligned practical approaches exist, and they will become more necessary with time.
The industry adoption of the framework will depend on the ease of availability of low-
overhead compliance modules and interpretable logs, whereas the academic community
will have to direct efforts toward benchmarking and standardizations (Li et al., 2024).
Policy makers should also partake in deciding what constitutes acceptable on device Al
behavior. We need machine readable privacy standards that interpret low power hardware,
thus closing the loop between regulation, code, and silicon.
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CONCLUSION AND RECOMMENDATIONS

Today, with localized intelligence and embedded confidentiality, TinyML becomes
a turning point in the realization of secure and privacy aware edge computing. As was
evidenced by this study, putting policy aware logic into TinyML models not only complies
with present-day data-protection laws such as the GDPR and HIPAA but also sets the
precedence for user centric and ethics-aware perspective of machine learning models on
constrained resource devices (Raval et al., 2023; Pakina & Pujari, 2024).

The policy aligned development for TinyML through this research has established
that complex, context dependent privacy rules can be implemented without impairing
computational performance greatly. This goes directly against the common skepticism that
privacy and performance can never go together in embedded systems. Our evaluation found
that TinyML models, in conjunction with pertinent compression methods, runtime
schedulers, and hardware aware policy evaluators, could be easily made to abide by policy
constraints without jeopardizing their real-time inference capabilities (Dini et al., 2024).

This is a key decision point in establishing interpretability methods and trust.
Mechanisms such as logging, consent tracking, and explanation modules are provided not
just for IT stakeholders but also regulators and end-users who want transparency in Al
decision-making. Such transparency promotes trust and speed in embracing intelligent
systems in risky fields such as healthcare, finance, and defense, where misuse of data could
render grave implications (Li & Kim, 2023).

Additionally, the framework's compatibility with operating in real-time and safety-
critical environments extends the scope of its present use. From gesture recognition in
assistive devices to predictive maintenance in smart manufacturing, this framework
supports privacy-aware intelligence devoid of latency spikes generally imposed by a cloud
policy enforcement mechanism. It, therefore, marks an important breakthrough in
encouraging a reduction in the dependency on centralized infrastructures for a stronger case
for edge-native data governance models (Shabir et al., 2023).

Nevertheless, some challenges arise in the research, which must be answered by
future studies. Scalability in the granularity of policies is one such challenge that needs to
be considered. Fine grained policies present the highest level of control, which means they
can observe privacy more than coarse grained ones, but they also put in computational
overheads that might not be sustainable by any MCU platform. Balancing these trade-offs
shall require some sort of adaptive framework that can tune policy enforcement levels
dynamically, depending on contextual constraints and user preferences (Hasan, 2024).

Further study should also be focused on the lack of standardized privacy ontologies
and machine readable policy definitions that can be universally understood across devices
and jurisdictions. The lack of such standards limits interoperability and reusability across
platforms and applications for privacy aware TinyML models, pinpointing thus the need
for collaborative efforts between researchers, policymakers, and industry consortia toward
having universally embedded-logic-ready privacy specifications (Javed et al., 2023).

Based on these discoveries, we present a few key recommendations. Firstly,
development of regulation aware compilers that, based on the jurisdiction in which the
computation takes place, automatically compile policy conforming model binaries should
be undertaken. Such a compiler could embed privacy rules in the build process to assure
that evolving data protection laws are being followed while lessening the burden on the
developer (Raval et al., 2023). Secondly, research efforts would need to be directed toward
AutoML techniques that would allow models to self-optimize their performance and
compliance in real time, thus making TinyML truly adaptive.
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Most importantly is for universities and research labs to make it one priority to teach
this new breed of engineers and scientist’s interdisciplinary skills to build privacy aligned
Al, which includes not only technical skills in embedded systems and machine learning but
also some exposure to ethics, data protection law, and human centered design principles
(Lietal., 2024).

Finally, it is necessary in due time for regulators to rethink the model of compliance
and bring it to embedded and decentralized Al systems. Legacy cloud audit models have
become inapt for verifying compliance in an edge intelligence scenario. Hence, policy
bodies will want to consider endorsing frameworks that enable decentralized verification,
secure audit trails, and runtime compliance proofs generated on the device.

Putting privacy and compliance into the very constitution of TinyML systems is said
by this research again to be both a technical and moral imperative. By adumbrating
localized intelligence with privacy aware design, this framework gives a huge leap not only
to the advancement of edge Al but also increasingly accounts for the worldwide clamor for
ethical and lawful Al deployment. Frameworks like these will surely become the
cornerstone for responsible, resilient, and regulation-compliant technologies as this
increasingly intelligent and interconnected world unfolds

REFERENCES

Shabir, M. Y., Torta, G., Basso, A., & Damiani, F. (2023). Toward Secure TinyML on a
Standardized Al Architecture. In Device-Edge-Cloud Continuum: Paradigms,
Architectures and Applications (pp. 121-139). Cham: Springer Nature Switzerland.

Villegas-Ch, W., Gutierrez, R., Navarro, A. M., & Mera-Navarrete, A. (2024). Optimizing
Federated Learning on TinyML Devices for Privacy Protection and Energy
Efficiency in 10T Networks. IEEE Access.

Pakina, Anil Kumar & Pujari, Mangesh. (2024). Differential Privacy at the Edge: A
Federated Learning Framework for GDPR- Compliant TinyML Deployments. IOSR
Journal of Computer Engineering. 26. 52-64. 10.9790/0661-2602045264.

Saeed, M. M., Saeed, R. A., & Ahmed, Z. E. (2024). TinyML for 5G networks. In TinyML
for Edge Intelligence in 10T and LPWAN Networks (pp. 167-229). Academic Press.

Hasan, H. (2024). Federated Machine Learning and TinyML Inference for Crop Disease
and Pest Classification on Smartphones (Doctoral dissertation).

Chougule, S., Chaudhari, B. S., Ghorpade, S. N., & Zennaro, M. (2024). Cloud and edge
intelligence. In TinyML for Edge Intelligence in 10T and LPWAN Networks (pp. 27-
63). Academic Press.

Zhang, H. (2024). Advancing Edge Intelligence: Federated and Reinforcement Learning
for Smarter Embedded Systems. PQDT-Global.

Chelliah, P. R., Rahmani, A. M., Colby, R., Nagasubramanian, G., & Ranganath, S. (Eds.).
(2024). Model Optimization Methods for Efficient and Edge Al: Federated Learning
Architectures, Frameworks and Applications. John Wiley & Sons.

Guo, S., & Zhou, Q. (2022). Machine Learning on Commaodity Tiny Devices: Theory and
Practice. CRC Press.

Williamson, S. M., & Prybutok, V. (2024). Balancing privacy and progress: a review of
privacy challenges, systemic oversight, and patient perceptions in Al-driven
healthcare. Applied Sciences, 14(2), 675.

Marengo, A. (2024). Navigating the nexus of Al and 10T: A comprehensive review of data
analytics and privacy paradigms. Internet of Things, 101318.

Boumpa, E., Tsoukas, V., Gkogkidis, A., Spathoulas, G., & Kakarountas, A. (2021,
November). Security and privacy concerns for healthcare wearable devices and

163 . IJML VOLUME 3, NO. 1, February 2024



https://issn.brin.go.id/terbit/detail/20220302022306403
https://issn.brin.go.id/terbit/detail/20220302222317407

IJIML Vol 3 No. 1 | February 2024 | ISSN: 2963-8119 (print), ISSN: 2963-7821 (online), Page 149-165

emerging alternative approaches. In International Conference on Wireless Mobile
Communication and Healthcare (pp. 19-38). Cham: Springer International
Publishing.

Ghorpade, S. N., Chougule, S., Chaudhari, B. S., & Zennaro, M. (2024). TinyML.:
principles and algorithms. In TinyML for Edge Intelligence in 1oT and LPWAN
Networks (pp. 65-86). Academic Press.

Zheng, T., Qiu, Y., Zheng, Y., Wang, Q., & Chen, X. (2024). Enhancing TinyML-Based
Container Escape Detectors With Systemcall Semantic Association in UAVs
Networks. IEEE Internet of Things Journal.

Mustafa, R., Sarkar, N. 1., Mohaghegh, M., & Pervez, S. (2024). A Cross-Layer Secure and
Energy-Efficient Framework for the Internet of Things: A Comprehensive
Survey. Sensors (Basel, Switzerland), 24(22), 7209.

Pradhan, N., Chaudhari, B. S., & Zennaro, M. (2024). 6TiSCH adaptive scheduling for
Industrial Internet of Things. In TinyML for Edge Intelligence in 1oT and LPWAN
Networks (pp. 283-309). Academic Press.

Letaief, K. B., Shi, Y., Lu, J., & Lu, J. (2021). Edge artificial intelligence for 6G: Vision,
enabling technologies, and applications. IEEE journal on selected areas in
communications, 40(1), 5-36.

Khan, S., Jiangbin, Z., Ullah, F., Akhter, M. P., Khan, S., Awwad, F. A., & Ismail, E. A.
(2024). Hybrid computing framework security in dynamic offloading for 1oT-
enabled smart home system. PeerJ Computer Science, 10, e2211.

Dini, P., Diana, L., Elhanashi, A., & Saponara, S. (2024). Overview of Al-models and tools
in embedded IloT applications. Electronics, 13(12), 2322.

Santoso, A., & Surya, Y. (2024). Maximizing Decision Efficiency with Edge-Based Al
Systems: Advanced Strategies for Real-Time Processing, Scalability, and
Autonomous Intelligence in Distributed Environments. Quarterly Journal of
Emerging Technologies and Innovations, 9(2), 104-132.

Awad, A. |, Babu, A., Barka, E., & Shuaib, K. (2024). Al-powered biometrics for Internet
of Things security: A review and future vision. Journal of Information Security and
Applications, 82, 103748.

Banbury, C., Njor, E., Garavagno, A. M., Stewart, M., Warden, P., Kudlur, M., ... & Reddi,
V. J. (2024). Wake Vision: A Tailored Dataset and Benchmark Suite for TinyML
Computer Vision Applications. arXiv preprint arXiv:2405.00892.

Giannaros, A., Karras, A., Theodorakopoulos, L., Karras, C., Kranias, P., Schizas, N., ... &
Tsolis, D. (2023). Autonomous vehicles: Sophisticated attacks, safety issues,
challenges, open topics, blockchain, and future directions. Journal of Cybersecurity
and Privacy, 3(3), 493-543.

Bahar, E., & Pmarer, O. (2024). Federated Learning and Resource-Constrained Embedded
Systems: A Comprehensive Survey. Transactions on Computer Science and
Applications, 1(2), 40-55.

Rocha, A., Monteiro, M., Mattos, C., Dias, M., Soares, J., Magalhées, R., & Macedo, J.
(2024). Edge Al for Internet of Medical Things: A literature review. Computers and
Electrical Engineering, 116, 109202.

Boiko, O., Komin, A., Malekian, R., & Davidsson, P. (2024). Edge-cloud architectures for
hybrid energy management systems: a comprehensive review. IEEE sensors journal.

Liu, Y., Fan, R., Guo, J., Ni, H., & Bhutta, M. U. M. (2023). In-sensor visual perception
and inference. Intelligent Computing, 2, 0043.

164 . IJML VOLUME 3, NO. 1, February 2024


https://issn.brin.go.id/terbit/detail/20220302022306403
https://issn.brin.go.id/terbit/detail/20220302222317407

IJIML Vol 3 No. 1 | February 2024 | ISSN: 2963-8119 (print), ISSN: 2963-7821 (online), Page 149-165

Nambisan, S., & George, G. (2024). Digital approaches to societal grand challenges:
Toward a broader research agenda on managing global-local design
tensions. Information Systems Research, 35(4), 2059-2076.

Raj, P., Saini, K., & Surianarayanan, C. (2022). Edge/Fog Computing Paradigm: The
Concept, Platforms and Applications (\Vol. 127). Academic Press.

Kumar, A., Chakravarthy, S., & Nanthaamornphong, A. (2023). Energy-efficient deep
neural networks for EEG signal noise reduction in next-generation green wireless
networks and industrial 10T applications. Symmetry, 15(12), 2129.

165 . IJML VOLUME 3, NO. 1, February 2024


https://issn.brin.go.id/terbit/detail/20220302022306403
https://issn.brin.go.id/terbit/detail/20220302222317407

